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Bitcoin/Lightning Wallets

Bitcoin holds value and also transmits value as a medium of exchange. For simplicity
sake, the Bitcoin network has 2 layers. The main Bitcoin network (layer 1) is called
“on-chain” as its blockchain is where transactions post approximately every 10 minutes
via decentralized consensus and verification. The layer 2 network hosts the much
faster Lightning Network and is “off-chain” as transactions are not published to the
Bitcoin blockchain. Bitcoin is considered a bearer asset; if you hold the private keys to
Bitcoin, you control that Bitcoin. Conversely, if you lose the keys, you lose control of that
Bitcoin. The Lightning layer transmits Bitcoin as ‘sats’, the smaller denomination of
Bitcoin (think pennies to a dollar as sats to a Bitcoin*). This key management and
payments function is managed through wallets that transact on both on-chain as Bitcoin
and off-chain as Lightning payments.

A Bitcoin wallet is an app that acts similar to a real world wallet in that it is used to hold
and spend your money. These wallets come in various packages with differing abilities
and risks. There are HOT wallets and COLD wallets. A hot wallet is one that is present
on the internet via your cell phone or computer, or perhaps your trading exchange such
as Coinbase, and has live funds that are easily accessible without needing the
complexity of private keys to transact. A cold wallet is not easily accessible and has to
be transferred using private keys and several steps to create a transaction, and more
secure due to these extra steps of access.

These hot and cold wallets also can be segmented into CUSTODIAL wallets and
NONCUSTODIAL wallets. CUSTODIAL signifying that a trusted 3rd party is holding
keys to your Bitcoin in their storage wallets on your behalf such as an exchange, a
bank, or even a trusted hot wallet, and can provide support if you lose your passwords
or experience problems accessing your funds. NONCUSTODIAL (self-custody) means
that you are the sole holder of your keys to the Bitcoin wallet and it is up to you to
secure access to your wallet. Noncustodial also means that you are self-sovereign - you
control access and security to your Bitcoin. As we use and understand Bitcoin
properties, a majority of Bitcoiners promote self-sovereignty as the end goal. You are
the ultimate protector and manager of your money, not the state, or a corporation.
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Examples of common Bitcoin Hot Wallets:
● Muun Wallet - a self-custody hot wallet, with support features, that is easy to use

and is capable of Bitcoin and Lightning Network payments, protected by a pin#.
● Aqua Wallet - a self-custody hot wallet that is easy to use and is capable of

Bitcoin and Lightning Network payments, and adds Liquid functionality, & USDT
Tether stablecoins as optional payment methods.

● Blue Wallet - a self-custody hot wallet that works well and has MANY features
such as multisig, plausible deniability, and is capable of Bitcoin & Lightning
payments.

● Breez - a self-custodial lightning wallet with on-demand payment channels
● StrikeApp - a custodial hot wallet with the easiest and cheapest way to buy

Bitcoin and spend/send Lightning payments. Mitigates capital gains internally.

Muun Wallet
While the above wallets are all good
choices, we use the Muun Wallet for
teaching as it is a very easy to use wallet, is
secured easily, and works as soon as you
Create a Wallet. Go to your app store and
search for “muun wallet”. Go ahead and
install the app and then open it.

Click ‘Create a New Wallet’, and it will
prompt for a pin#. Add and confirm a 4 digit
pin#.

Congratulations! You created a new Bitcoin
wallet.

The simple interface is ready to send and
receive Bitcoin. Let’s receive $1 in Bitcoin via
the Lightning Network. Click Receive. On the
next screen, Enable Notifications, as you will
want to receive alerts that you have received
payments.
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Muun will show a Bitcoin QR code, and the text version of your
Bitcoin address (note the prefix of bc1 for the address signifying a
Bitcoin on-chain transaction). You can send this to anyone or have
them scan this and send any amount of Bitcoin on-chain. Depending
on the network congestion, and fees, this type transaction will
typically take 10 to 30 minutes (or a day or more if the sender
chooses to send with low fees). Note - the sender pays the fees in
most instances (unlike credit cards where the business typically pays
the fees). If you want to set an amount for the sender to pay, then
click Address Setting to put into a specific amount. The Address
Type setting is beyond the scope of this document, use the default Segwit for now.

For our example, we are going to use the
Lightning Network as it is much faster and
makes for a wow factor when completing
the transaction. Click the Lightning tab at
the top. The QR code is regenerated for
the Lightning network and also has a text
address but this starts with the prefix lnbc
signifying a ‘lightning network bitcoin’
transaction. Most lightning wallets can
read and send payments to this QR code.

To set an amount to invoice someone to
pay, click Invoice Settings, then Add+. Put
in $1 and it will show the current price in
Bitcoin also. Confirm the amount, and a
new QR code is generated that can be
paid. Have someone pay your invoice in
order to receive an instant payment with
no bank involvement, only between you
and the person sending you Bitcoin!

Bitcoin/Lightning Wallets Primer 3



Bitcoin Outreach and Education Group

Our BEE’s provide Bitcoin Education and Empowerment

This exercise shows many properties of Bitcoin:
1. The Lightning Network is a fast way to send Bitcoin.
2. Sending a Bitcoin transaction is peer to peer with no bank involvement.
3. Once Bitcoin is either confirmed on-chain, or received as a Lightning Payment,

this money can never be retrieved, voided, or changed.
4. *Bitcoin’s smallest denomination of sats is 100,000,000 for 1 Bitcoin.

You can read up on the properties of Bitcoin with the Little Bitcoin Book.

For More Information, please reach out to a BEE:
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